





Shaping the Future...
“Anything we can imagine, we can build”

The wealth of nations is not limited by land or minerals, it comes predominantly
from “the acquired abilities of people, their education, experience, skills and
health.” - /nvesting in people: The Economics of Population Quality, (1981) Theodore Schultz,

o SERAVRIINRERETIERY”: U.S. spending in R&D

accounts for 2.5% of the GDP, yet the results

rippling outward from the investments in

technology - and its related educational base

e University research more closely tied to the
industry

e Managing Organizational Factors and
Reducing Risk

But, what do our customers really want?
And what are the societal needs?
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Technology development, transition and
Implementation: ... the really hard part

e Stepsin Tech R&D
and implementation

Seven Dynamically Interacting Grids o

7. Economy Grid

\\ Natural Gas Prices
6. Regulatory Grid =
N

\\Standard Market Design
5. Ownership/Investor Grid . =

e Making the business
case for the
opportunity

4. Electricity Market Grid
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3.“Smart” Self-Healing Grid

2. Transmission Grid /

1. Customers Grid

e Have a plan ...
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The Challenge

Enabling/Creating a stronger, more
secure, resilient, and more stable
interdependent infrastructure that
is vital to support the digital society
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Unresolved Issues Cloud Planning for the Future

Restructuring Trilemma

_ Politics

!
Fap
'725%-
4 .i'l:
P .
LT I ]
L) LT
=

Economics

Technology




Discussion Questions

What level of threat is the industry
responsible for, and what does government
need to address?

Will market-based priorities support a
strategically secure power system?

What system architecture is most conducive
to maintaining security?
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Conclusions

o Utility systems are tempting targets
e Cyber attacks are very probable

 We know what we need to do to prevent &
mitigate attacks

 The industry and government are working
on solutions, and a lot remains to be done.

e \We will be successful!
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Session 3, 9:45-11:15: Increasing resilience and self-healing

e Selfhealing and resilient critical infrastructures

Rune Gustavsson, Blekinge Institute of Technology (Sweden)
Bjorn Stahl, Blekinge Institute of Technology (Sweden)

e  Critical Infrastructures Security Modeling, Enforcement and Runtime Checking

Anas Abou El Kalam, IRIT — INP (France)
Yves Deswarte, LAAS — CNRS (France)

e Increasing Security and Protection through Infrastructure REsilience: the INSPIREProject

Salvatore D'Antonio, Consorzio Interuniversitario Nazionale per I'Informatica (Italy)
Abdelmajid Khelil, TU Darmstadt (Germany)

Luigi Romano, University of Naples “Parthenope” (ltaly)

Neeraj Suri, TUD (Germany)

* Increase of power system survivability with the Decision Support Tool CRIPS based on
Network Planning
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Christine Schwaegerl, Siemens AG (Germany)
Olaf Seifert, Siemens AG (Germany)
Robert Buschmann, IABG (Germany)
Hermann Dellwing, IABG (Germany)
Stefan Geretshuber, IABG (Germany)
Claus Leick, IABG (Germany)
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